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EXECUTIVE SUMMARY 
The explosion of mobile device usage and internet access now requires websites to be constantly available. Additionally, employees need 24x7 
access to corporate resources. These types of requirements drive the need for increased levels of availability and recoverability for business 
services. Any amount of downtime translates into lost business. To ensure application availability, data protection strategies are critical because 
they need to meet backup and restore objectives and deliver reliable disaster recovery capabilities. 

As companies turn to virtualization for improving efficiency, increasing workload performance, and enhancing business continuity, new 
challenges for protecting and recovering data emerge. Data protection solutions need to be purpose-built for virtual environments to protect 
virtual machines (VMs) without creating resource problems, such as high consumption of network bandwidth and memory—and without adding 
complexity and cost to the entire infrastructure. 

The combination of Veeam and Hewlett Packard Enterprise storage technologies provides a comprehensive strategy for achieving stringent 
recovery and retention requirements. Veeam’s integration with HPE storage provides application-consistent data protection through a 
combination of HPE Primera storage snapshots and mid- and long-term retention on HPE StoreOnce backup appliances. HPE Primera systems 
take storage snapshots of VMware® volumes without impacting production workloads. With Veeam’s integration with HPE storage, instant 
recovery from any one of the storage snapshots is possible within minutes—reducing downtime and providing improved workload availability for 
any application. Recovery Point Objectives (RPOs) are significantly improved with multiple up-to-date recovery points, thus minimizing possible 
data loss, and ensuring data is as up to date as possible. In addition, Recovery Time Objectives (RTOs) are shortened to less than five minutes 
and data is recovered quickly from storage snapshots that could be just minutes old. This solution enables a near-continuous data protection 
strategy without additional cost or complexity. 

For long-term retention storage, HPE StoreOnce can be combined with Veeam and HPE Primera or HPE 3PAR storage to provide deduplication 
for efficient storage utilization and fault isolation for data. HPE StoreOnce data can be copied to backups on HPE StoreEver tape storage or the 
cloud for long-term off-site data archival. This strategy enables you to meet the “3-2-1 rule” of data protection where there are three copies of 
the data, on two different media types, and one copy is kept off site. For more information on using Veeam Backup & Recovery with HPE 
StoreOnce, see hpe.com/psnow/doc/a00023056enw. 

Target audience: This Reference Configuration is intended for presales consultants, solution architects, storage operators, and administrators 
who are designing, implementing, and maintaining application backups using HPE Primera storage and Veeam Availability Suite. Readers should 
have a functional understanding of HPE Primera storage systems, data protection, backup concepts, and the Veeam Availability Suite. 

Document purpose: This Reference Configuration highlights how the Veeam Availability Suite integrates with the efficient and powerful HPE 
Primera storage array to deliver an efficient and reliable snapshot solution for VMs deployed for virtualized workloads. The hardware and 
software required to implement this solution are provided, as well as best practices, configuration guidance, and some performance results. 

  

https://www.hpe.com/us/en/storage/hpe-primera.html
https://www.hpe.com/us/en/storage/storeonce.html
https://www.hpe.com/us/en/storage/3par.html
https://www.hpe.com/us/en/storage/storeever-tape-storage.html
https://www.hpe.com/psnow/doc/a00023056enw
https://h20195.www2.hpe.com/v2/getdocument.aspx?docname=a00023056enw
https://h20195.www2.hpe.com/v2/getdocument.aspx?docname=a00023056enw
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SOLUTION OVERVIEW 
With data centers becoming increasingly virtualized, Hewlett Packard Enterprise understands the importance of having reliable data protection 
infrastructure for your business-critical VMs. The HPE Solutions Team has designed, implemented, and performance tested this HPE Reference 
Configuration for integrity, reliability, and overall quality. 

This data protection solution consists of a predominately virtualized environment installed on HPE ProLiant Servers with primary storage from 
an HPE Primera array. Veeam Availability Suite offers a robust tool compilation to quickly and effectively back up and replicate crucial business 
data. HPE Primera offers a steadfast primary storage device, and when combined with HPE StoreOnce, provides a backup repository with 
deduplication technology to save significant amounts of disk space when backing up production data. 

Figure 1 illustrates the layout of this solution. The VMware vSphere® Hypervisor VMs are contained on virtual volumes created by an HPE 
primary storage array. For a higher-availability solution, an optional secondary storage array can be added, connected by HPE Remote Copy or 
HPE Peer Persistence. Production VMs, including the VMware vSphere® server and the Veeam Backup & Replication Management server, reside 
on the hypervisor. The Veeam Backup server creates hourly storage snapshots on the local storage servers while using HPE StoreOnce Catalyst 
to configure backups daily and send them to the HPE StoreOnce targets. HPE Catalyst has been designed to use source-side deduplication to 
allow efficient backups and backup copies to be transferred over LAN as well as WAN connections, allowing backup targets at both local and 
remote HPE StoreOnce targets. 

NOTE 
The remainder of this document will focus on Veeam Backup & Replication integration with HPE Primera. For more information about Veeam 
Backup & Replication integration with HPE StoreOnce and HPE Catalyst, see hpe.com/psnow/doc/a00023056enw. 

  

https://www.hpe.com/us/en/servers/proliant-servers.html
https://www.hpe.com/psnow/doc/a00023056enw
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Figure 1 shows the solution environment layout. 

 

FIGURE 1. Solution environment layout 
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Design principles 
This solution highlights HPE Primera storage snapshot integration with Veeam Backup & Replication. Without using HPE Primera storage 
snapshot integration, Veeam Backup & Replication defaults to use VMware vSphere snapshots to read delta data during the backup. This can be 
a cumbersome process because when the VMware vSphere snapshot is removed, the data from the snapshot must be written to the primary 
location in a process called “consolidation.” This can cause a peak workload that results in a reduction in application response times. To 
effectively mitigate this process, Veeam’s storage snapshot integration with HPE Primera is used. Hardware snapshot integration helps to reduce 
the impact on the production data and performance by eliminating the peak workload during consolidation and by allowing data protection 
activity to pull data directly from the HPE Primera snapshot to be processed on a Veeam proxy server—rather than on production VMware 
ESXi™ hosts. 

3-2-1 Rule 
The solution was designed to follow the 3-2-1 Rule, illustrated in Figure 2. The rule states that it is a best practice to maintain at least three 
copies of production data, on two different types of media, with one copy located off site. As shown in Figure 1, there are three copies of the data: 
one on the HPE Primera array, and one on each of the HPE StoreOnce appliances. (If the optional secondary storage array is added using HPE 
Peer Persistence, then a fourth copy of the data will be available.) Two different types of media are used: the HPE Primera all-flash array and the 
HPE StoreOnce HDDs. Finally, the copy on the remote HPE StoreOnce appliance exists off site. The 3-2-1 Rule provides a strong basis for data 
protection and can significantly minimize the probability of data loss. For additional information, see the 3-2-1 Data Backup Rule. 

 

FIGURE 2. The 3-2-1 Rule 

NOTE 
Not shown in the solution (see Figure 1) is the ability to maintain a tape or cloud archive of the data. If this component is necessary for your 
configuration, a Veeam backup job can be easily configured with a secondary backup target to a tape or cloud archive. For information about 
Veeam Backup & Replication support for HPE Cloud Volumes Backup, see hpe.com/psnow/doc/a00023056enw. 

  

https://www.hpe.com/psnow/doc/a00100041enw
https://www.hpe.com/psnow/doc/a00023056enw
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SOLUTION COMPONENTS 
This section outlines the hardware and software components used to create this Reference Configuration for HPE Primera with Veeam 
Availability Suite. When creating complex solution designs, simplification becomes a key to success. For this reason, Hewlett Packard Enterprise 
recommends using the same equipment at both locations and keeping configurations the same, as much as possible. This design 
recommendation is an important consideration, as the benefits of simplified management and replacement inventory during a time of crisis are 
important aspects of the solution. 

Hardware 
HPE Primera all-flash array 
The HPE Primera storage array is a massively parallel, multinode, and active-active platform built from the ground up for NVMe and Storage 
Class Memory, providing mission-critical storage that tunes itself for self-optimizing, top-class performance at scale. Hewlett Packard Enterprise 
has partnered with VMware to define, develop, and test VMware architecture with HPE Primera storage serving as the storage array. The ability 
to efficiently configure, deploy, and manage HPE Primera volumes to VMware ESXi hosts makes the HPE Primera array an ideal candidate for 
this solution. Hewlett Packard Enterprise’s early in-depth collaboration with VMware architecture ensures that HPE Primera is always aligned 
with modern storage architecture. 

HPE ProLiant Servers 
The HPE ProLiant DL server series is a data center standard because of its best-in-class performance and expandability. Multiple HPE ProLiant 
DL580 Gen10 servers were used for this Reference Configuration for both the production ESXi hosts and the Veeam proxy server. 

This solution is based on HPE ProLiant DL580 Gen10 servers, configured with four Intel® Xeon® E7-4830 v3 CPU @ 2.10 GHz and  
3 TB of memory. LAN connectivity is through an HPE Ethernet 1 Gb 4-port 331FLR Adapter and an HPE Ethernet 10 Gb 2-port 530SFP+ 
Adapter. Storage connectivity is through two HPE SN1100E 16 Gb 2P Fibre Channel (FC) HBAs. The onboard HPE ProLiant integrated Lights 
Out (iLO) server management requires a separate network connection and IP address. 

Software 
Veeam Backup & Replication is included in the Veeam Availability Suite and works together with HPE Primera systems to provide many 
integrated features. One of these is the ability to use HPE Primera storage snapshots—enabling a Veeam proxy to access the HPE Primera 
storage snapshot directly—rather than interfering with production ESXi hosts. Veeam Backup & Replication can also conduct scheduled or one-
off HPE Primera snapshot-only jobs, either as a primary or secondary destination job. Hourly snapshot-only jobs, coupled with daily incremental 
backups and weekly synthetic full backups, allow stringent RPOs to be met with ease. 
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Veeam Backup & Replication version 11 
Veeam Backup & Replication can back up from storage snapshots, providing built-in integration with HPE Primera storage. With storage 
snapshot integration, VMware vSphere snapshots are kept for only a brief moment, resulting in a quick VM snapshot commit, as shown in  
Figure 3. The process is explained in detail in the Backup from an HPE Primera array snapshot section. 

 

FIGURE 3. With HPE Primera storage snapshot integration, the VMware vSphere snapshots are kept for only a brief moment before being committed 

This paper covers several useful Veeam Backup & Replication features with HPE Primera, including: 

• Backup from an HPE Primera array snapshot 

• Backup from an HPE Primera snapshot for Windows Agents 

• Backup from a replicated HPE Primera array snapshot (asynchronous and synchronous) 

• Snapshot-only jobs 

• Snapshot as a secondary target 

• Instant VM Recovery from an HPE Primera storage snapshot 

• Restoring VM Guest OS files from a Veeam generated HPE Primera snapshot 
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HPE StoreServ Management Console 
The HPE StoreServ Management Console (SSMC) provides a single console for HPE Primera arrays (see Figure 4). HPE SSMC provides a new 
kind of storage management with adaptive analytic software that learns your storage operations and adapts to report anomalies accordingly. 
This new approach to storage management is continually learning and monitoring daily storage operations. All the information you need from 
HPE Primera arrays is available at a glance with customizable reporting capabilities, eliminating the need for add-on software tools or diagnostics 
and troubleshooting. Instantly view the entire data center using a simple dashboard and assess configuration and health information on any 
resource. 

For more information on the HPE SSMC, see the HPE StoreServ Management Console technical white paper. 

 

FIGURE 4. HPE StoreServ Management Console 

BEST PRACTICES AND CONFIGURATION GUIDANCE 
The following sections discuss configuration settings that resulted in the best performance, beginning with the Veeam management server, the 
Veeam proxy server, and the Veeam repository server. Then, configuration details regarding the network, SAN, and HPE Primera are provided. 
The configuration herein was designed to be scalable—both in scale-up and scale-out scenarios. 

Network and Fibre Channel configuration 
Referring to Figure 1, all connections, except for the WAN connection to the remote HPE StoreOnce appliance, utilize Fibre Channel. Several FC 
zones must be created: 

• A zone that includes the production VMware ESXi hosts and the HPE Primera array 

• A zone that includes the Veeam proxy server and the HPE Primera array (for storage snapshot integration) 

• A zone that includes the Veeam proxy server and the HPE StoreOnce appliance. All management traffic utilizes a 1GbE connection 

  

https://h20195.www2.hpe.com/v2/Getdocument.aspx?docname=a50000366enw
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A key part of the solution is the connectivity between the primary and secondary locations. Hewlett Packard Enterprise does not make a formal 
recommendation in this design for what type of remote connectivity you should use for your installation. Every option requires specialized 
infrastructure equipment and service contracts. Keep in mind the most significant properties you will need to consider for this solution are: 
latency, throughput, and availability. 

HPE Primera configuration 
For this solution, all virtual machine VMDKs exist on HPE Primera virtual volumes, as shown in Figure 1, and all virtual volumes exist on RAID 6 
Common Provisioning Groups (CPGs). The primary HPE storage array is zoned via FC to each of the production VMware ESXi hosts. Hewlett 
Packard Enterprise recommends having at least two paths assigned to each host in the event that one of the paths fails. 

To utilize Veeam storage snapshot integration, the Veeam proxy must also be zoned to the HPE Primera array, and then added as a host in the 
HPE SSMC as shown in Figure 5. It is important to distribute the physical drives and the drive enclosures as evenly as possible behind node pairs 
to facilitate maximum performance and workload distribution. 

 

FIGURE 5. The Veeam proxy needs to be added as a host in the HPE SSMC 

HPE Primera virtual volumes configurations 
HPE Primera virtual volumes can be presented to hypervisors in many ways. For one environment it might be more efficient to present a single 
large virtual volume to each VMware ESXi host and use vSphere to manage the volumes. For another environment it might be more efficient to 
create virtual volumes on the array and present them to the VMware ESXi hosts. 
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For clustered hypervisor environments, virtual volumes can be presented to more than one host at a time. This grants the ability to change the 
computing resource of the VM without changing the storage, which occurs almost instantly, and is illustrated in Figure 6. After an HPE Primera 
volume is exported to a VMware ESXi host, it can be added as a datastore using VMware vSphere Client. 

 

FIGURE 6. Changing the computing resource, as shown in the VMware vSphere Client 

HPE Primera Remote Copy with optional Peer Persistence configuration 
HPE Primera Peer Persistence is a feature of HPE Primera Remote Copy software and the HPE Primera OS that enables HPE Primera storage 
systems—located up to metropolitan distances apart—to act as peers to each other and present a nearly continuous storage system to hosts 
connected to them. 

Volumes presented to hosts are replicated across the arrays and kept in sync. Each set of replicated and synchronized volumes across each array 
share the same WWN and appear as the same volume to the hosts. Taking advantage of Asymmetric Logical Unit Access (ALUA) capabilities 
that allow paths to a SCSI device to be marked as having different characteristics, hosts connect to volumes on one array via active paths and 
connect to replicated volumes on the other array via standby paths. ALUA Path status and host availability to the volumes are controlled by HPE 
Peer Persistence software. This capability allows customers to configure a high availability (HA) solution between two sites or data centers where 
switchover, failover, and switchback of access to the volumes across arrays remain transparent to the hosts and applications running on those 
hosts. 

HPE Peer Persistence can be extended to include a third array. The tertiary, passive peer has an asynchronous, periodic connection to the two 
active peers in an HPE Peer Persistence setup, improving an organization’s ability to recover from a site failure. 

To enable HPE Peer Persistence it is necessary to set up a Remote Copy Configuration that instructs the HPE Primera relationship which iSCSI IP 
or FC system port to use. HPE Peer Persistence is configured through HPE SSMC, with the following considerations: 

• At least two HPE Primera arrays should be added to HPE SSMC 

• The two HPE Primera arrays should have FC/iSCSI access to each other 

• Available systems should be accessible and online in HPE SSMC 

• Sufficient permissions should be assigned to the HPE SSMC user 

• System filters should not be applied 
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Figure 7 illustrates two HPE Primera arrays in a remote copy relationship. 

 

FIGURE 7. Deploying a Remote Copy Configuration in HPE SSMC 
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After this relationship is established, a Remote Copy Group can now be deployed. There are two available modes for Remote Copy: synchronous 
and periodic. A group must use the same mode on each target HPE Primera array. Therefore, if there is an existing group on the selected target, 
then only the mode of that group will be available for selection. If the remote group contains an exported Peer Persistence volume, group mode 
cannot be changed from synchronous after the initial deployment. To change the mode, unexport Geo-clustered volumes or remove the volumes 
from relevant groups. Figure 8 demonstrates a Peer Persistence Remote Copy Group. In this setup, note that the Mode is set to Synchronous. 

 

FIGURE 8. Deploying a Remote Copy Configuration in HPE SSMC with HPE Peer Persistence 
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The final step involves choosing the Volume Pairs associated with this Remote Copy Group, which is demonstrated in Figure 9. 

 

FIGURE 9. Adding volume pairs to the Remote Copy configuration 
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If HPE Peer Persistence is not desired, then Figure 10 demonstrates the configuration for an asynchronous Remote Copy group without Peer 
Persistence enabled. Note that in this setup, the Mode is set to Periodic. 

 

FIGURE 10. A Remote Copy Configuration without HPE Peer Persistence enabled 

For more information on setting up various HPE Primera Peer Persistence configurations, see HPE Primera OS: Configuring data replication using 
Remote Copy. 

Veeam Backup & Replication best practices 
Veeam Backup & Replication comprises three main roles: backup server (management), proxy (backup engine), and the repository (backup 
target). By default, Veeam assigns all three roles to the server with the Veeam Backup & Replication software installation. However, in enterprise 
environments, each role is assigned to a dedicated server. There might be reasons to have more than one server dedicated to managing the 
Veeam infrastructure, more than one proxy to handle backup processing, and certainly more than one backup repository. This section discusses 
each of these main roles, as well as best practices when configuring other Veeam Backup & Replication settings. 

https://support.hpe.com/hpesc/public/docDisplay?docId=a00094941en_us
https://support.hpe.com/hpesc/public/docDisplay?docId=a00094941en_us
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Backup server (management server) 
The backup server, also known as the management server, is the architecture that hosts the Veeam Backup & Replication software. The backup 
server can exist either as a physical or virtual machine. A best practice is hosting the management instance on a physical server for disaster 
recovery purposes because it will then be independent of the infrastructure it protects. However, in highly virtualized environments, virtual 
backup servers could be more practical. Hosting the management server virtually incorporates the benefits of virtual environment high 
availability, including VMware vSphere® vMotion®, VMware vSphere® Storage vMotion®, VMware vSphere® Fault Tolerance, and other benefits 
that VMware provides. 

Backup Proxy (backup engine) 
The backup proxy server is the architecture component that processes the backup data and delivers backup traffic. By default, Veeam Backup & 
Replication assigns the management server as the proxy server. Larger environments would require designated proxy servers, deployed either 
remotely or onsite, to efficiently deliver backup data. Many proxy servers can be scaled with a production environment, providing a scalable and 
distributable backup architecture. 

Veeam proxy servers provide many transport options, as shown in Figure 11. Job efficiency and time required for its completion are highly 
dependent on the data transport mode. Transport modes allowing for direct storage access will be used whenever possible. In a hot-add 
scenario, if a Veeam proxy exists as a VM with direct access to the virtual disk, the VM enables LAN-free data transfer by hot-adding the backup 
data on the datastore. In a backup architecture where neither of the scenarios is possible, network mode is used, requiring no additional 
configuration. 

 

FIGURE 11. Transport mode options as presented in Veeam Backup & Replication 

Repository (backup target) 
In Veeam Backup & Replication, an HPE StoreOnce Catalyst store is added as a repository under the category “Deduplicating storage appliance.” 
For more information about Veeam Backup & Replication integration with HPE StoreOnce and HPE Catalyst, see 
hpe.com/psnow/doc/a00023056enw. 

https://www.hpe.com/psnow/doc/a00023056enw
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Veeam backup jobs 
Veeam backup jobs specify when, where, and how VMs are backed up. When backing up from storage snapshots, it is generally more efficient to 
back up volumes rather than individual VMs. These configuration parameters include which volumes or VMs are backed up, what storage 
infrastructure they are backed up to, which proxy server is processing the data, backup schedule, and other settings. Advanced job settings 
include backup mode, compression and deduplication, block size, notification settings, automated post-job activity, and other settings. 

When creating a Veeam backup job with an HPE StoreOnce backup repository, Hewlett Packard Enterprise recommends the following storage 
settings (shown in Figure 12). The backup proxy should be explicitly mentioned when all the VMs in a job need to be processed by a specific 
proxy, otherwise, the Automatic option is acceptable. 

  

FIGURE 12. Backup job storage settings when creating a Veeam backup job 
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When creating a Veeam backup job with an HPE StoreOnce backup repository, Hewlett Packard Enterprise recommends the following advanced 
settings: 

• Use regular Incremental backups, and Create synthetic full backups periodically (Figure 13). Synthetic full backups are theoretically 
identical to regular full backups but are assembled from older full backups combined with subsequent incremental backups, rather than 
reading the data from the source. 

• Leave the Transform previous backup chains into rollbacks box unchecked. 

  

FIGURE 13. Recommended advanced backup settings when creating a Veeam backup job 
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Figure 14 shows the advanced Storage settings that yielded the best performance for this Reference Configuration. 

• Uncheck Enable inline data deduplication as deduplication is handled by the HPE StoreOnce appliance 

• Set the Compression level to None as compression is handled by the HPE StoreOnce appliance 

• Set the Storage optimization to Local target (large blocks) 

 

FIGURE 14. Recommended advanced storage settings 
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Figure 15 shows the advanced Integration settings. 

• Check the Enable backup from storage snapshots box. This feature is explained in detail in the Backup from an HPE Primera array snapshot 
section. Optionally select the other three checkboxes in Figure 15 as needed. 

  

FIGURE 15. Recommended advanced integration settings 

Backup from an HPE Primera array snapshot 
Traditionally during a backup, VMware snapshots are used to track delta data while the virtual hard disks are quiesced, and all new transactional 
data for the application is tracked in the VMware snapshot. When the backup is finished, the VMware snapshot is merged with the data from the 
read-only virtual hard disks. This operation, which is called “consolidation”, can be problematic because highly transactional applications like 
Microsoft Exchange and Microsoft SQL Server can overburden the snapshot. Additionally, this operation causes additional workload for the 
production VMware ESXi hosts and the storage array, as well as cumbersome backup processes, unresponsive VMs, and other problems. 

Backup from storage snapshots alleviates these problems. With built-in integration with HPE Primera storage, Veeam Backup & Replication can 
now interact directly with the HPE Primera hardware snapshot without the costly impact that VMware snapshots incur during backups. During 
this process, Veeam Backup & Replication issues a command to create a hypervisor snapshot. This is done to get a consistent state of the 
application in the VM before the hardware snapshot. Then, HPE Primera takes a storage snapshot. Because the storage snapshot now contains 
the hypervisor snapshot within it, Veeam removes the VMware snapshot. A Veeam backup job keeps a VM snapshot for only a brief moment, 
which results in a near-instant VM snapshot delete and consolidation. This process significantly reduces the impact of the backup on production, 
in that data can be read directly from the HPE Primera storage snapshot instead of the production VMware ESXi host. 

The Veeam proxy server with a Fibre Channel (FC) connection to the HPE StoreOnce appliance must also have FC access to the HPE Primera 
array. This can be done by creating a zone between the Veeam proxy server and the HPE Primera array and then adding the Veeam proxy 
server to the HPE Primera array using the HPE SSMC. See the Network and Fibre Channel configuration section for more information on how to 
configure this setting. 
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The storage snapshot integration illustration shown in Figure 16 can be outlined as follows: 

1. The VMware vSphere snapshot of VMs is created at the request of a Veeam backup job. 

2. The Veeam backup job directs HPE Primera to take a storage snapshot containing the VMs. 

3. The VMware vSphere snapshot is deleted, now that it is contained within the HPE Primera storage snapshot. 

4. The storage snapshot is mapped to the Veeam Proxy. 

5. Backups are completed. 

6. The storage snapshot is either deleted or maintained for the required number of retention periods. 

 

FIGURE 16. Backup from storage snapshot overview 
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A Veeam backup job session utilizing backup from storage snapshot is shown in Figure 17. The highlighted portion of the figure shows the 
creation of the HPE Primera storage snapshot, following the subsequent deletion of the storage snapshot once the Veeam backup job session 
finished processing the VM. 

 

FIGURE 17. Veeam backup job that includes storage snapshot integration 

Backup from an HPE Primera snapshot for Windows Agents 
With the introduction of Veeam Backup & Replication 11, Veeam now possesses the ability to utilize storage snapshots with Windows Agents. 
Veeam can detect if there are disks on the Veeam Agent from the HPE Primera array, and if so, use snapshots of the HPE Primera array volumes 
as the source for a Veeam backup job session. The process can be outlined as follows: 

1. Veeam checks that the hardware Volume Shadow Copy Service (VSS) provider is installed on the Veeam Agent and that the Veeam Agent 
contains disks from the HPE Primera array. 

2. Veeam starts a backup job session and sends a request to the HPE Primera to create a native snapshot as a new LUN. 

3. Veeam moves the snapshot LUN to the backup proxy and transfers data from the LUN to the target repository. 

4. Veeam completes the backup job session and deletes the snapshot and its metadata from the storage array and backup proxy. 
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This process is advantageous, as Microsoft VSS snapshots can be kept for a short amount of time before being committed to the HPE Primera 
snapshot. To enable backup from storage snapshots for Windows Agents, the Veeam Proxy must have FC or iSCSI access to the HPE Primera 
array, and the Veeam Agent must contain at least one disk exported from an HPE Primera volume. It is also necessary to enable Block storage 
for Microsoft Windows servers, demonstrated in Figure 18, when adding storage to the Storage Infrastructure tab in Veeam. 

 

FIGURE 18. Appropriate HPE Primera storage settings in Veeam Backup & Replication 
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Another step is to enable backup from storage snapshots when creating the Windows Agent backup job session. To do this, in the Storage 
section of the Windows Agent backup job creation, under the Integration tab of the Advanced settings, select Enable backup from storage 
snapshots. This is shown in Figure 19. This will allow the backup job to scan for drive letters on the Windows Agent that come from HPE 
Primera volumes and use HPE Primera snapshots as the source for the backup job for those drive letters. 

 

FIGURE 19. Enabling backup from storage snapshot in a Veeam Agent backup job 
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Figure 20 demonstrates an Agent Backup job with this configuration. In this instance, the C: drive is local storage, and the E: drive is an 
exported HPE Primera volume. Note the highlighted portions of the figure mentioning the off-host backup, which is showing that the E: drive is 
being backed up through the off-host backup proxy. Veeam has detected that the E: drive is an HPE Primera volume, so Veeam has created a 
snapshot of the HPE Primera volume containing this drive and then mounted the snapshot to the Veeam Proxy as the source for the backup job. 
More information regarding perquisites and configuration can be found at 
helpcenter.veeam.com/docs/backup/vsphere/agent_integration.html?ver=110. 

 

FIGURE 20. Veeam backup job that includes storage snapshot integration 

Backup from a replicated HPE Primera array snapshot (asynchronous and synchronous) 
If the primary HPE Primera array is associated with a secondary HPE Primera array, the secondary array can be used as the source for a backup. 
This configuration minimizes impact on production storage because operations on VM data reading are performed on the secondary array, so 
the primary array is not affected. More information regarding how backup from a secondary storage system works can be found at 
helpcenter.veeam.com/docs/backup/vsphere/storage_secondary_backup.html?ver=110. 

https://helpcenter.veeam.com/docs/backup/vsphere/agent_integration.html?ver=110
https://helpcenter.veeam.com/docs/backup/vsphere/storage_secondary_backup.html?ver=110
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In addition to the configuration steps listed in the link directly above, it is also necessary to set up HPE Remote Copy, optionally with Peer 
Persistence, using HPE SSMC. This is demonstrated in the HPE Primera Remote Copy with optional Peer Persistence configuration section. 

A necessary step to enable a replicated HPE Primera array snapshot involves checking the box, demonstrated in Figure 21. 

 

FIGURE 21. Enabling a secondary destination for a Veeam backup job 
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A resulting backup job session with synchronous (Peer Persistence) configuration is illustrated in Figure 22. In this instance, the backup proxy 
used a storage snapshot from “A670-3144_20-19-221,” which is the secondary HPE Primera array in this configuration. 

  

FIGURE 22. Veeam backup job session with HPE Peer Persistence enabled 
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As shown in Figure 23, this backup job used HPE 3PAR Peer Persistence as the data source. 

NOTE 
The HPE Primera storage array is the latest member of the HPE 3PAR family of backup solutions. As such, you might see the Veeam software 
refer to an HPE Primera system as an HPE 3PAR system in certain steps of the configuration process. 

 

FIGURE 23. HPE 3PAR Peer Persistence configured as the data source for a Veeam backup job 
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Alternatively, a resulting backup job session with Remote Copy enabled but HPE Peer Persistence disabled is displayed in Figure 24. In this 
example the backup proxy still uses a storage snapshot from the secondary array “A670-3144_20-19-221,” but the data source used in this 
backup is now “HPE 3PAR Remote Copy,” as shown in Figure 25. 

 

FIGURE 24. Veeam backup job with HPE Remote Copy enabled but HPE Peer Persistence disabled 

 

FIGURE 25. “HPE 3PAR Remote Copy” configured as the data source for a Veeam backup job 
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Snapshot-only jobs 
The snapshot-only job is similar to snapshot creation in HPE SSMC but does not create Veeam backup files on the backup repository. Instead, it 
creates storage snapshots on the HPE Primera array. Like Veeam backup jobs, snapshot-only jobs can be configured on a schedule to be either 
application-consistent or crash-consistent. Snapshot-only job schedules allow for very flexible snapshot scheduling to conform to your RPO. 

As shown in Figure 26, a snapshot-only backup job is created by selecting HPE 3PAR Snapshot as the backup repository. This will forgo backup 
file creation on a backup repository and simply create a storage snapshot chain on the HPE Primera array. 

 

FIGURE 26. Creating a snapshot-only job can be done by specifying “HPE 3PAR Snapshot” as the backup repository 
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Snapshot as a secondary target 
At the end of the backup job involving HPE Primera snapshot integration, Veeam Backup & Replication will delete the snapshot by default. To 
keep a snapshot chain on the HPE Primera array, while still using HPE Primera snapshots as the data source for the backup repository, enable 
the Configure secondary destinations for this job option in the backup job storage settings, shown in Figure 26. On the next window click 
Add… to allow the selection of the secondary destination job, select “HPE 3PAR Snapshot,” and then enter how many snapshots you want to 
preserve, as shown in Figure 27. 

 

FIGURE 27. Configuring a secondary destination job to save snapshots 

Veeam-managed HPE StoreOnce Catalyst Copy job 
HPE StoreOnce Catalyst Copy operations can be conducted and managed directly through Veeam. Veeam sends Catalyst Copy commands to an 
HPE StoreOnce appliance and then HPE StoreOnce executes the commands. This configuration has many advantages: 

• Data is never rehydrated because the design does not require a Veeam server to read the data that has to be transferred. This removes the 
need to deploy an additional server and greatly reduces the workload on the source HPE StoreOnce appliance because it does not need to 
rehydrate any data. 

• Parallel processing—HPE StoreOnce native replication has a wide queue length optimized for the WAN latency. This optimization increases 
the replication throughput even when there is a single large file to be replicated. 

• Best bandwidth reduction—data is replicated with the best possible deduplication and compression level. After the first backup, the average 
data reduction for each new data transfer is about 17:1 for incremental and 72:1 for a full backup. These are average values and in most 
environments the differences are minimal, but the deduplication effect can vary and it is highly influenced by the protected data type. 

• It does not require any additional data manipulation, such as rolling-full merge operations or periodic defragmentation. Data integrity checks 
are possible, but they are not required because HPE StoreOnce replication already implements internal consistency and corruption controls. 

• Every replication operation is controlled by Veeam and executed by HPE StoreOnce. Veeam defines what data to replicate and when to 
replicate that data, and the user can configure and monitor the process from the Veeam GUI. 

• The remote repository content is shown on the Veeam GUI and it is directly accessible for any restore operation. 
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• It supports multi-site replication and multiple copies. It supports multiple parallel replication as well as cascade replication. This means that any 
source repository, including source repositories that were originally target repositories, can be propagated to a different target repository. 

For details and recommendations regarding the HPE StoreOnce Catalyst configuration, see hpe.com/psnow/doc/a00023056enw. 

Instant VM Recovery from an HPE Primera storage snapshot 
Virtual machines can be recovered directly from an HPE Primera storage snapshot using Instant VM Recovery (IVMR). After either a manual or 
scheduled snapshot, individual VMs can be recovered using IVMR. Similar to IVMR from a disk-based backup, a VM can be recovered without 
prior de-staging and intermediate restores. IVMR improves RTOs and decreases downtime of production VMs because it can be booted directly 
from the storage snapshot. For more information on IVMR, see helpcenter.veeam.com/docs/backup/vsphere/instant_recovery.html?ver=110. 

The steps to perform IVMR from an HPE Primera snapshot can be outlined as follows: 

1. As in Figure 28, navigate to Home  Backups  Snapshots. 

 

FIGURE 28. HPE Primera storage snapshots containing VMs can be found in this section of Veeam 

2. Right-click the desired VM, then select Instant Recovery… (Figure 29). 

 

FIGURE 29. Initiating Veeam IVMR 

  

https://www.hpe.com/psnow/doc/a00023056enw
https://helpcenter.veeam.com/docs/backup/vsphere/instant_recovery.html?ver=110
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3. Select the HPE Primera snapshot with the desired restore point, shown in Figure 30. 

 

FIGURE 30. Selecting the desired HPE Primera snapshot as the source for Veeam IVMR 
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4. Finally, select either Restore to the original location or Restore to a new location, or with different settings. In this example, we select 
Restore to the original location, illustrated in Figure 31. 

 

FIGURE 31. Using Veeam IVMR to restore to the original VM location 
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5. Review the Summary, optionally Connect VM to network and Power on target VM after restoring, then click Finish (Figure 32). 

 

FIGURE 32. “Summary” tab of Veeam IVMR 

Figure 33 demonstrates the resulting IVMR. In this example, Veeam has mounted the chosen HPE Primera snapshot as a datastore to the 
VMware ESXi host. In this configuration, the VM can be logged in to, and operations could be run on the VM, such as grabbing files off of the VM 
or resuming the normal function of the VM. However, this state should be treated as temporary, as the VM still exists on the HPE Primera 
snapshot datastore rather than a production datastore. 

 

FIGURE 33. Veeam IVMR automatically mounts the desired HPE Primera snapshot restore point to the desired VMware host 
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As the final step, there is an option to migrate the VM back to the production environment, where Veeam will automatically move the VM either 
to the original host and datastore or a new host and datastore. After this migration is finished, Veeam will unmount the HPE Primera snapshot 
from the VMware Hypervisor. Figure 34 demonstrates this process. 

 

FIGURE 34. Resulting Veeam IVMR session 

Restoring VM Guest OS files from a Veeam generated HPE Primera snapshot 
Though Veeam IVMR can be used to grab files from a VM, the most efficient means of doing this is achieved through a granular restore. More 
information on this type of restore can be found at helpcenter.veeam.com/docs/backup/vsphere/multios_restore_intro.html?ver=110. This 
process can be used to explore the VM for files that can be restored individually or in bulk. Figure 35 demonstrates how to initiate this process. 

 

FIGURE 35. Restoring guest files of a particular restore point in Veeam 

https://helpcenter.veeam.com/docs/backup/vsphere/multios_restore_intro.html?ver=110


Reference Configuration Page 37 

 

 

After selecting the desired restore point, Veeam will open an Explorer window where files or directories can be chosen for the restore process 
(Figure 36). Files and directories can then be copied to the local server with the Veeam Backup & Replication installation. 

 

FIGURE 36. Restoring guest files from a Veeam restore point 

SUMMARY 
As data usage in the modern world continues to grow, so does the demand to keep that data secure. RPOs have become more stringent than 
ever and the need for reliable data recovery has become essential. Veeam Backup & Replication, combined with HPE Primera storage and HPE 
StoreOnce systems, offers a robust solution to this data-driven world. With ample integration with HPE Primera, Veeam Availability Suite offers a 
plethora of integrated features, including HPE Primera primary and secondary snapshot orchestration, Veeam Agent with HPE Primera snapshot 
integration, and backup from HPE Primera storage snapshots. Veeam Backup & Replication can now leverage HPE Primera storage snapshots to 
significantly reduce the impact on the production environment while reducing the time to create backups. 

In addition to HPE Primera integration, HPE StoreOnce systems offer powerful scale-up and scale-out storage infrastructure that can be used 
alongside Veeam Backup & Replication to significantly reduce the size of backup files and streamline the virtual appliance data-protection 
foundation. With versatile deduplication technology, HPE StoreOnce is a powerful and reliable data protection tool. 

The solution highlighted in this Reference Configuration is an economical, efficient, flexible, and secure backup and recovery infrastructure for 
short-term and long-term data protection. Using Hewlett Packard Enterprise award-winning servers, storage, networking infrastructures, and 
support services will keep your mission-critical applications functioning at their best, while protecting them from the worst. 
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RESOURCES AND ADDITIONAL LINKS 
HPE Reference Architecture for Veeam Availability Suite with HPE Nimble Storage, hpe.com/psnow/doc/a00079582enw 

HPE Reference Architecture for Veeam Availability Suite with HPE Apollo backup target, hpe.com/psnow/doc/a50000150enw 

HPE Reference Architecture for HPE 3PAR Storage and HPE StoreOnce with Veeam Availability Suite, hpe.com/psnow/doc/a00061747enw 

Veeam Backup and Replication version 10 with HPE StoreOnce Catalyst, hpe.com/psnow/doc/a00023056enw  

Snapshot-Only Jobs, helpcenter.veeam.com/docs/backup/vsphere/snapshot_only_job_perform.html?ver=110 

Configuring backup jobs with Storage Snapshot Retention, 
helpcenter.veeam.com/docs/backup/vsphere/snapshot_job_secondary_perform.html?ver=110 

Veeam vPower NFS Service, helpcenter.veeam.com/docs/backup/vsphere/vpower_nfs_service.html?ver=110 

How Backup Works, helpcenter.veeam.com/docs/backup/vsphere/backup_hiw.html?ver=110 

Backup from Primary Storage Arrays, helpcenter.veeam.com/docs/backup/vsphere/backup_from_storage_snapshots_hiw_hp.html?ver=110 

WAN Acceleration, helpcenter.veeam.com/docs/backup/vsphere/wan_acceleration.html?ver=110 

Video: Veeam Backup from HPE Storage Snapshot, youtube.com/watch?v=Ymq-dRX6zrE 

HPE StoreServ Management Console Overview, 
h20392.www2.hpe.com/portal/swdepot/displayProductInfo.do?productNumber=SSMC_CONSOLE 

HPE ProLiant Server VMware Support Matrix, techlibrary.hpe.com/us/en/enterprise/servers/supportmatrix/vmware.aspx 

 

To help us improve our documents, please provide feedback at hpe.com/contact/feedback. 
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